
Automated Processing  

Children’s data 

If the output is health data or other 
sensitive PI 

US state laws 

AADC 
Age of consent 
US state laws 

Health data 

Biometric data 
If Profiling: 

If Automated Decision Making: 
If the output is used to make a 
“significant decision” or if If the 
output could have legal or simi-
larly significant effects 

If the output is used for employment or 
education 

If large scale monitoring of 
public spaces (EU) 

General Privacy Law Requirements 
Legal basis 

Purpose limitation 
 Notices and standard DSRs 

Limits on retention 
Security ... 

 
If applicable:  

Processor contract requirements 
Transfer impact assessment (EU) 

Additional transparency 
requirements (EU) 

 
Opt-out rights for various kinds of 
profiling if the outputs are used for 

marketing (EU) or have legal or 
similarly significant effects  

High Risk Processing Activity 
 Risk Assessment/DPIA 

Transparency (pre-use notices) 
 

Appeal rights—standards for human 
intervention  

Consent 
US state laws 

Other sensitive PI 

Nonsensitive PI 

If sale/sharing  
of PI 

DNS/DNSS 

High Risk Processing 
Activity 

Risk Assessment/DPIA 
CA ADMT rules—access & opt 

out rights, post-use notices 
CO & EU AI Act rules 

If the output could have legal or simi-
larly significant effects 

If the output is based on the person’s 
presence in a sensitive location (CA) 

SPI includes: 

•  Government issued ID numbers 

• Financial account numbers 

• Account login credentials  

• Precise geolocation 

• Race or ethnic origin, citizenship or immi-
gration status, religious or philosophical 
beliefs, or union membership. 

• The contents of a consumer’s mail, email, 
and text messages unless the business is 
the intended recipient of the communica-
tion 

• Genetic data 

• Neural data 

• Biometric data used for identification  

• Information about a consumer’s health, sex 
life, or sexual orientation 

• PI pertaining to kids under 16   
 
Sensitive location means: healthcare facilities 
including hospitals, doctors’ offices, urgent 
care facilities and community health clinics; 
pharmacies; domestic violence shelters; food 
pantries; housing/emergency shelters; educa-
tional institutions; political party offices; legal 
services offices; union offices; and places of 
worship (CCPA) 
 
 
 
 

Profiling means any form of automated 
processing to evaluate, analyze or 
predict a natural person’s intelligence, 
ability, aptitude, performance at work, 
economic situation, health, (including 
mental health), personal preferences, 
interests, reliability, predispositions, 
behavior, location, or movements. 
 
Includes “physical or biological 
profiling” using automated 
measurements or analysis of a person’s 
physical or biological characteristics, or 
automated measurements or analysis of 
or relating to their body. This includes 
using biometric information, vocal 
intonation, facial expression, and 
gesture (e.g., to identify or infer 
emotion). 
 
Includes but is not limited to processing 
undertaken by an AI system 

Automated decision making is the use of 
a computational process replace or 
substantially replace human decision 
making. 

Significant decision” means a decision that results in the provision or denial 
of financial or lending services, housing, education enrollment or 
opportunities, employment or independent contracting opportunities or 
compensation, or healthcare services. CO AI Act refers to this as a 
“consequential decision.”   

Cannot include 
emotional 

recognition (EU) 
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PIMS Summary of Risk Assessment, 
Profiling & ADMT Rules   

If training ADMT that makes 
significant decisions  

If the processing involves SPI 
(large scale or any from CA) 


